B35 o
2020 4F 11 A

XEHS: 2096-5125 (2020) 06-0552-08
DOI: 10.19705/j.cnki.issn2096-5125.2020.06.002

EEREEREER

Journal of Global Energy Interconnection

HhE S

Vol. 3 No. 6
Nov. 2020

5. TM73; TP309 XERPRERRD: A

SRBERR TN T R A ETH AR IZH RES

Tk, GAVEME, PVKET

(RAeXxFeHFE TE2FR, T

T4 dmW 110819)

Edge-node Reliability Assessment and Control Strategy in Cyber Energy Systems

REN Rufei, HU Jingwei, SUN Qiuye’

(College of Information Science and Engineering, Northeastern University, Shenyang 110819, Liaoning Province, China)

Abstract: With the continuous development of distributed
computing technologies, the energy industry is demonstrating a
tendency to adopt multi-integration of energy Internet. Although
distributed computing can help overcome the disadvantages
of traditional centralized-computing network congestion and
low computing capacity, it is inefficient from the viewpoint
of privacy protection and edge-device reliability. Based on
energy Internet and edge-device characteristics, a cyber energy
edge service system (CEESS) is presented in this paper. The
main features of CEESS include edge computing, distributed
control, and availability of an intelligent terminal. CEESS
facilitates the storage and safe transmission of edge information
while guaranteeing the network-information flux. Reliability-
perception strategies pertaining to the edge equipment and
energy are proposed in the zero-trust model. Finally, based on
the edge-service system, this paper proposes event-triggering
edge control under reliability as well as a node-self-healing
method in the event of a network collapse. This guarantees the
safe operation of equipment as well as reliability control of

cyber energy systems.

Keywords: cyber energy system; edge calculation; privacy
protection; safety assessment; reliability control
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Fig. 1 Operating frame of CEESS (cyber energy edge service system)
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Fig.2 Schematic diagram of privacy data protection in terms of storage
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Fig.3 Schematic diagram of privacy data protection in terms of

transmission
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